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1. OOI1ue Mo0/1I0)KeHUA

Hacrosimee TlonoxxeHue paspaboraHo Bo wucrnonHeHue KoHienmmy — uHGOPMaIiMOHHON
6esonacHoctu MAJIOY HTI'O pgerckuii cap «Emouka» B cooTBercTBUM ¢ DeiepanbHbIM 3aKOHOM Ne
149-®3 ot 27.07.2006 r. «O6 nHPOpMarmu, nHGHOPMALMOHHBIX TEXHOJIOTHSX U O 3allyTe WHPOpMaLum»,
'OCT P MHCO/M3K 17799-2005 «[IpakThueckue TMpaBuia yripaBjieHUs HHGOPMaLMOHHON
0e30MacHOCTbIO» W [JPYTMMH HODMAaTHUBHBIMU TPAaBOBLIMM aKTaMH W yCTaHAB/IMBaeT IOPSJOK
TIPOBe/IeHUs] AHTUBUPYCHOI0 KOHTposisi B MAJIOY HTT'O getckuii cag «Enouka» (manee OpraHusanys).

TpeboBanusi Hactosiiiero [losio)keHUst SIBASIFOTCS  HEOTheMJIEMOM YacTblO KOMIUIEKCa Mep
6e30macHOCTH U 3aluThl THGOpMaLuu B OpraHu3aliyu.

TpeboBanusi Hactosiiiero Ilosio)KeHHs1 PacIIPOCTPAHSIFOTCS Ha BCeX pabOTHHMKOB OpraHM3al{uH,
WCTIONB3YIOUMX B paboTe cCpeicTBa BBIUMC/WTENILHONW TeXHUKU (BKIOYass paboTy B JIOKaJbHOM
BBIUMC/IUTE/NLHON ceT OpraHv3aunyy, NMpu eé Ha/JMyuM) U [JOJDKHBI NIPUMEHSThCS JJI1 BCeX CpefCTB
BBIUMC/IUTE/IbHON TEXHUKY, SKCIUTyaTupyeMor B OpraHusaryu.

OpraHu3alyoHHOe obecrieyeHre MepOTpUATHN aHTUBUPYCHOTO KOHTPOJII U KOHTPO/b 3a
JleMCTBUSIMU TI0/Tb30BaTesiel BO3/1araeTcsi Ha OTBETCTBEHHOI'O 38 aHTUBUPYCHBIA KOHTPOJIb.

2. OcHOBHBbIE TEPMHUHBI, COKpPAIeHHs U onpe/e/1eHus

AC - aBTOMaru3vpoBaHHas cucteMa OpraHM3aluu — CHCTeMa, OOecreurBarolas XpaHeHHe,
00paboTKy, mpeobpa3oBaHue u niepeauy uHGopMary OpraHu3aLiy C UCIOIb30BaHHEM KOMITBIOTEPHOU
Y IPyrOy TeXHUKHU.

KoMrmbloTepHbI BUpPYC TIpOrpamMma, CrHocoOHasi co3[jaBaTh CBOM Kommu (He 00s3aTesibHO
TIOJTHOCTBIO COBIAZIAIOLIMEe C ODUTHHAJIOM) W BHEJPSTb WX B DPa3/iMuHble OOBEKTbI WU PEeCypChI
KOMIIBIOTEPHBIX CHUCTEM, CeTel U Tak Jasiee Oe3 BeZoMma Iosib30BaTesisi. [Ipy 3TOM KOMUM COXPaHSIOT
CTIIOCOOHOCTH JJaNbHEeHNIIIero pacrpoCTpaHeHuUsT

3apakeHHas [Iporpamma - 3T0 Iporpamma, cojiep>kailias BHeZI[peHHYI0 B Hee IpOrpaMMYBUPYC.

3. Opranusanus CucTreMbl aHTUBHPYCHOI'0 KOHTPOJIA

3.1. LUensro mMeponpuaThi IO aHTUBHMPYCHOMY KOHTPOJIO SIB/SeTCS IpejoTBpallieHue I0Tepb
nH(popmauyy B AC OpraHu3anu.

3.2. 3ajauaMy aHTMBUPYCHOM 3allUThI SIBJISIIOTCS: - OIpeZie/ieHUe COCTaBa M perjiameHTa 3amycka
AHTUBHUPYCHBIX [UAarHOCTUYECKHUX CpEJCTB, periaMeHTa WX PeBU3HMM W OOHOB/IEHWS; - TIPOBeJieHHe
npoUIaKTHYeCKMX pabOT C MpUMeHEeHHeM aHTHUBHUPYCHBIX AMAarHOCTUYECKUX CPE/ICTB; - HelpepbIBHOEe
obecrieueHye 3alUTh MHPOPMAIMH OT [IeMCTBUS BPEJOHOCHBIX ITPOTPaMM Ha BCeX 3Tarax SKCIlTyaTaruiu
AC Opranusanuu.

3.3. lns npoBefieHHs1 MepONPUATHI T10 MpeJOTBPALLeHUI0 BUPYCHOIO 3apa’keHUsl MPUKa30M M0
OpraHuzany Ha3HayaeTCsl OTBETCTBEHHbIM 3a aHTHMBHUPYCHBIM KOHTpOJib. (OTBeTCTBEHHBIM 3a
AHTUBUPYCHBIN KOHTPOJIb TIOAUMHSETCS 3aBeAyroieMy OpraHu3anyu, B CBoeil paboTe pyKOBO/CTBYIOTCS
HacTosALuM [los0)keHnem, HOpMaTHBHBIMM aKTaMH I10 3aluTe MH(OPMaLMHY, U [PYTUMU JOKyMeHTaMHU.

3.4. K ucrnionb3oBaHvio B OpraHusainuu JOIMYCKAHOTCA TOJIBKO JIML[EH3UOHHBbIE aHTUBUPYCHBIE
CpefCTBa, LEHTPAAM30BAaHHO 3aKyIJIeHHble y pa3pabOoTuMKoB (MOCTABIIMKOB) YKa3aHHBIX CpPEJCTB,
peKOMeH/0BaHHbIe K IIPUMEHEHUIO.

3.5. YcTaHOBKa Cpe/iCTB aHTUBUPYCHOM 3alllUThl U HaCTPOMKA MX apamMeTpOB B COOTBETCTBUHU C
PYKOBOZCTBAMHU 10 IPUMEHEeHUI0 KOHKPEeTHBIX aHTUBUPYCHBIX CpPeZICTB Ha KOMIIbIOTepax B OpraHusanuu
OCYILIeCTB/ISIETCS] OTBETCTBEHHBIM 3a aHTUBHUPYCHBIN KOHTPO/Ib.



3.6. OGHOB/leHMe aHTUBUPYCHBIX 0a3 [O/DKHO TPOU3BOAUTHCS He pexke 1 pa3a B CYTKU
aBTOMATHUEeCKH, COTJIaCHO BO3MOXKHOCTSIM  TIpOTpaMMHOTO  obecrmeuenusi. B ciyuae  cOost
aBTOMAaTHUeCKOT0 0OHOB/IeHUs1 0OHOBJIeHHe 6a3 TIPOM3BOIUTCS BPYUHYIO C TOM K€ IePUOJUUYHOCTHIO.

3.7. OO0si3aTeIbHOMY BXOJHOMY AHTHBHUPYCHOMY KOHTDOJIFO TIOJJIEXXHT Jr00ast WHGbOpMarus
(TekcToBBIE (haiisbl HOOBIX (opMaroB, (ailyibl JAHHBIX, WCTOHSEMble (aibl), Toaydaemas u
repejaBaeMasi MO Te/IeKOMMYHUKAl[MOHHBIM KaHajlaM CBsi3d, a Takke HHQOpMalUsi Ha CbeMHBIX
HOCHTEJISIX U MOOMJ/IbHBIX YCTPOMCTBAX.

3.8. ®ailsibl pe3epBHBIX KOIWH, TIOMelljaeMble B 37IeKTPOHHBIA apXuB, JO/DKHBI B 00si3aTe/TbHOM
NopsiIKe TIPOXOAUTb AHTUBUDYCHBIM KOHTpOJb. Ilepyuosinueckue TPOBEPKU 3/€KTPOHHBIX apXWBOB
JOJDKHBI IIPOBOZUTHCSIHE PeKe OJHOTO pasa B MecCsL].

3.9. MeponpuaTtusi TI0 aHTUBUPYCHOM 3allliTe Ha KOMIbOTepax B OpraHu3alyy BK/IHOYAlOT B
cebsi: * TpoUIAKTHKA BHUDYCHOTO 3apakeHWs; ¢ aHa/JW3 CUTyalud; ¢ TIpUMeHeHWe CpeJCTB
AHTUBUPYCHOM 3all[UThI; * IPOBe/leHHe pacc/aeloBaHNM UHIU/IEHTOB CBSI3aHHBIX C BUDYCaMH.

4. ITpo¢dunakTHKa BUPYCHOI'0 3apa)keHHUsl

4.1. B uensx WCKIIOUEHUs TIOSIB/IEHUS] M PACIPOCTPaHeHHsl BUPYCOB Ha paboumx craHiusx AC
OpraHusalyy [JO/DKHBI  Pery/isipHO MPOBOAUTCS mpodunakTuueckre Meporpustus. K 0OCHOBHbIM
NpOoGUIaKTHUECKUM paboTaM U MEPOTPUSTHSIM OTHOCSITCS:

* e)XeJJHEeBHasi aBTOMaTUyecKasi IpoBepKa Ha/Inuusi BUPYCOB T10 PACIIMCaHUIO;

* perynsipHasi (He pe>ke OIHOTO pa3a B KBapTas) BbIOOPOUHas TMpOBepKa pabouMx CTaHIUK M
CepBepoOB Ha Ha/lMuue BUPYCOB, JaXe MPYU OTCYTCTBUM BHELIHUX MPOsIB/IEHNH BUPYCOB;

* MpOBepKa Ha/JWuMsl BUPYCOB Ha pabOuMX CTAHLUSIX, BEPHYBIIMXCS C PeMOHTa (B TOM UHMCIIe
rapaHTUMHOT0) B CTOPOHHUX OpraHU3alusX;

* CO3/IaHKE pe3ePBHOI KOIKUH IMPOrPaMMHOTI0 TIPOYKTa CPa3y >Kerocse MpruodpeTeHus;

* YCTaHOBKaA 3allMThI OT 3allMCH Ha CheMHble HOCUTeU UH(OPMAaLUU, T/ie 5TO BO3SMOXKHO;

* TIaTe/IbHAsl IPOBepPKa BCeX MOCTYIAIINUX U KyTJIeHHBIX TTPOrpaMMu 0a3 JJaHHBIX;

* OrpaHHAY€eHUe 0CTyIa K KOMIIbIOTePY MOCTOPOHHUX JIUL].

4.2. Co3naHue pe3epBHOM KOIMWM MPOrPaMMHOIO MPOJAYKTa BBITIOJIHAETCSI OTBETCTBEHHBIM 3a
AHTUBUPYCHBIA KOHTPOJIb, OCTa/bHBIE TMPOMUIAKTUUECKHE PabOTbI M MEpOIIPUSTUS BBITTO/IHSIIOTCS
OTBETCTBEHHBIM 3a aHTUBUPYCHBIM KOHTPO/Ib B OpraHu3aljyu.

5. AHa/IM3 cuTyauuin

5.1. TIpu cooOiieHny aHTUBUPYCHBIX MMPOTPaMM O TO/[03PEHUH Ha Ha/lluKe BUPYCOB Ha paboueit
CTaHIUY, HeoOXOAMMO TIPUOCTAHOBUTH PabOTy M HeMeZJIeHHO M3BeCTUTh 00 3TOM OTBETCTBEHHOTO 3a
aHTUBUPYCHBIM KOHTpPOo/b OpraHu3anuy, a TakXke [pYyrux II0/b30Barenied W IOZpasfeseHus],
MCrob3yroiue 3Tu (aiiibl B paboTe, ec/iv 3apa’keHHbIe (aiisibl IBSIOTCS COBMECTHO MCII0/Ib3YeMbIMMU.

5.2. AHamu3 cUTyallMM HaJuyus BUDPYCOB BBINO/HSETCSI OTBETCTBEHHBIM 33 aHTUBUDPYCHBIW
KOHTposib B Opranusanuu. Ilpu aHamvse MOryT [OIOJIHUTE/NBHO WCIIO/Ib30BaThCs  ClieljualbHoe
nporpaMMHOe obecrieueHue AJisi 0OHapy)KeHHsl BUPYCOB.

5.3. B xone aHam3a cutyarnuu 00si3aTesibHO TpeOyeTcsi onpe/ieliTh UCTOUHMK 3apakeHusi. Ecmm
VICTOUHMKOM 3apakKeHHsl SIBJISIETCS] CheMHBIN HOCUTe b 100 apyras pabouasi cranuusi OpraHy3anyy, To
HeoOXO0ZMMO TIPOBEPUTh Ha HaJMuhe BUPYCOB PabOUyI0 CTAHIMIO - MCTOUHHWK 3apaXeHWs. B ciyuae
3apakeHusi yepe3 r00anbHYI0 ceTb VIHTepHeT WM 10 37eKTPOHHOW TouTe CJieflyeT HeMeJJIeHHO
3a6/I0KMPOBaTh Pecypc WK aJipec 3JIeKTPOHHOM MOUThl — NCTOYHUK 3apa’keHusl.



5.4. B cnyuae obGHapy)KeHUs] BUDYCHOT'O 3apa’kKeHHsi pacciiefloBaHUe JOMYIeHHbIX HapylleHUH
TIPOM3BO/IUTCS OTBETCTBEHHBIM 3a AaHTUBUPYCHBIM KOHTPOJIb HA OCHOBAHWH PerjiaMeHTa pearupoBaHUs Ha
WHIW/IeHTBI UH(OPMaI[MOHHON 6€30MacHOCTH, YTBepXKjeHHOTO B OpraHu3alii.

6. IlpumeHeHne cpe/iCTB aHTUBHPYCHOH 3all{UTHI

6.1. YHUUTOXXeHWe BHDYCOB BbINIOJIHSAETCSI OTBETCTBEHHBIM 3a AHTUBUDYCHBIM KOHTPO/Ib B
Opranu3zanuu.

6.2. Ilocne yHUUTO)XEHUSI BUPYCOB M BOCCTAHOBJIEHUS] 3apaKeHHbIX MpOrpaMm U (¢aiioB C
JAHHBIMM HeoOXOJUMO ellle pa3 BBITIOJTHUTH MPOBEPKY HaIMUusi BUPYCOB, WCIOJBb3ys aHTHBHUDYCHBIE
NIPOrpaMMBl.

6.3. B cnyuae oOHapy)KeHUs, He TIO[AOLIETOCS JIEUEHUIO TPHUMEHSeMbIMA aHTHUBUPYCHBIMU
CpefCTBaMM, OTBETCTBEHHBIM 3a aHTHBUPYCHBIM KOHTPO/b JO/DKEH HAalpaBUTh 3apa’KeHHbI BUPYCOM
¢aiin B opraHusaliyio, ¢ KOTOPO 3aK/IF0UeH I0rOBOp Ha aHTUBUPYCHYIO TIO/I€PKKY.

7. OTBeTCTBEHHOCTH

7.1.0TBeTCTBEHHOCTD 3a BBINIOJIHEHHWE MEePONpPUITHUN 10 aHTUBUPYCHOM 3aluTe WH(OPMALMK Ha
CpeACTBaxX BLIUMC/IMTEILHOW TEXHUKU Ha paboueM MecTe B COOTBETCTBHM C TPeOOBaHUSIMU HACTOSILETO
[TonoykeHus, Bo3naraeTcs Ha IOJb30BaTe/sl CPeACTB BbIYMCIUTENbHOW TeXHUKU. OTBETCTBEHHOCTb 3a
npoBefieHre TPOGMUIAKTUUECKUX MEPOMNPUATHM TI0 00eCrieueHHI0 aHTUBUPYCHOM 3ammtbl B AC
Opranu3aiuy, a TakXe YHHUUTO)KeHWE BbISIBJIeHHbIX BUPYCOB BO3/laraeTCsd Ha OTBETCTBEHHOrO 3a
aHTUMBUPYCHBIA KOHTPOJIb OpraHu3aLyu.

7.2.Ilepyuoguyeckuii KOHTPOJIb 3a COCTOSIHMEM aHTHMBUPYCHOM 3auuThl B AC OpraHusauuu, a
TaKke 3a COO/IOZIeHWeM YCTAaHOBJIEHHOTO TIOpPsiJKa AHTHMBHUPYCHOTO KOHTPOJS W BBITIOJTHEHHEM
TpeboBaHUl Hactosimero ITosiokeHUs1 COTPYAHMKAMU TofpaszeneHuii OpraHu3alydu OCYILeCTBIISETCS
OTBETCTBEHHBIM 3a aHTHBUPYCHBIN KOHTPOJIb.

7.3.Cotpyaauku  OpraHu3auyy, HapylmuBiiMe  TpeOOBaHUS  HACTOSILETO  JOKYMEHTa,
TPUBJIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBMHU C [IeMCTBYIOLIMM 3aKOHO/ATelbCTBOM Poccuiickoit
depepaLyu.
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